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Tenant & Property Manager Defense: Thwarting Stolen
Lockbox Access, Smart Lock Spoofing, and In-Person

Impersonation

Executive Summary: The "Inside-the-House" Deception

For years, consumer protection advocates gave renters one golden rule to avoid scams: "Never wire money until

you have physically walked through the inside of the property."

Today, cybercriminals have found a way to bypass that rule entirely through Self-Guided Tour and Lockbox Key
Exploitation.

The rise of digital self-guided tour platforms (such as Rently, Tenant Turner, and Tour24) and contractor
mechanical lockboxes has revolutionized rental property showings. However, it has also created a dangerous

vulnerability. Fraudsters exploit these systems in two primary ways:

1. Digital Access Code Harvesting: Scammers create burner accounts on legitimate self-guided tour apps,
paying nominal $0.99 identity verification fees with stolen credit cards to generate real, temporary digital
entry codes. They then relay these codes to prospective renters found on Facebook or Craigslist, posing as
the property owner.

2. Physical Lockbox Key Theft & Burglary: Criminals target vacant for-sale or rental homes, physically
compromising exterior mechanical lockboxes, stealing house keys, changing interior deadbolts, and staging

in-person walkthroughs.



Because the victim is granted legitimate, unescorted physical access to unlock the front door and tour the interior,
their skepticism evaporates: "If this person has the code to open the front door, they must be the real landlord."
The tenant signs a fraudulent lease, transfers thousands in deposits via Zelle or Cash App, and discovers the theft

only when the genuine property manager or homeowner arrives.

Recent criminal prosecutions—including the Nassau County, New York indictment of a fraud ring that stole
lockbox keys and collected $7,000 deposits, and the Eden Prairie Police Department alert where four families lost

$4,535 touring for-sale homes—demonstrate the urgent need for updated renter and manager defense protocols.

This handbook outlines how to verify legitimate self-tour access, red flags of compromised lockboxes, and
essential security safeguards for housing providers.

Section 1: The Two Attack Vectors of Lockbox Exploitation

Understanding the technical mechanics of the scam protects both renters and housing providers:
Vector A: The Smart Lock Relay Attack (Rently / Tenant Turner Exploits)

1. The Target: A legitimate corporate property manager lists a vacant rental equipped with a digital electronic
smart lock (e.g., a Rently smart lock).

2. The Infiltration: The scammer sets up a duplicate, low-priced listing on Facebook Marketplace. When an
applicant asks to view the home, the scammer opens the legitimate Rently or Tour24 mobile app, enters
stolen credit card credentials, and generates a one-time entry code for 2:00 PM.

3. The Relay: The scammer texts the entry code to the victim: "Go to the front door at 2:00 PM, enter code
58291#, and tour the home at your convenience."

4. The Trap: The victim enters the home, walks through every room, falls in love with the property, and
believes the remote landlord is authentic. The victim sends a $1,500 security deposit via Zelle. The
scammer never set foot in the state.

Vector B: Physical Lockbox Burglary & Rekeying

1. The Target: A vacant home listed for sale with a mechanical 4-digit contractor lockbox hanging from the
front door handle or exterior railing.

2. The Breach: Scammers decode the mechanical lockbox using shims or brute force, extract the physical
brass key, enter the home, and replace the front deadbolt with their own hardware.

3. The In-Person Staging: The fraudsters pose as the owner or leasing agent, meet prospective tenants
directly at the home, unlock the door in front of them, conduct a walkthrough, execute a paper lease, and

collect cash or cashier's checks on the spot.

Section 2: The 5 Red Flags of a Lockbox Rental Scam

Watch for these warning signs when touring self-guided properties:



Red Flag

1. Tour Code
Delivery

2. Brand
Mismatches

3. Interior For-
Sale Signs

4. Off-Platform
Deposits

5. Damaged
Lockboxes

Scam Profile

Received via informal direct text message or Facebook

DM from an individual.

Smart lock displays "Progress Residential" or "Invitation

Homes," but contact claims to be private owner.

Real estate flyers, Realtor brochures, or open house
signs sitting on the kitchen counter.

Landlord texts: "Send security deposit via Zelle or Cash

App to hold the keys."

Exterior lockbox looks pryed open, missing, or hanging

by cut shackle.

Legitimate Self-Guided Tour

Generated directly within an authenticated,
official mobile app (Rently, Tenant Turner).

Branding on the lock matches the property
management company you applied with.

Vacant property prepared strictly for rental
occupancy.

Deposits collected through encrypted tenant
management portals or certified escrow.

Professionally installed, tamper-evident
commercial keyless hardware.

Section 3: The Renter's Self-Guided Tour Verification Checklist

Before using an access code or touring a property unescorted:

I downloaded the official self-guided tour app (Rently, Tenant Turner, Tour24) directly from the Apple App
Store or Google Play Store—NOT from a link texted to me.

The name of the company on the smart lock hardware matches the company that issued the tour
credentials.

I inspected the kitchen counters and entryway for real estate sales brochures or lockbox Realtor signs
indicating the home is actually for sale.

I looked up the property address on Zillow and county GIS property records to verify the true owner.

If I met a purported landlord in person, I verified their identity against public property records before
handing over a cashier's check or signing a lease.

I never transferred money via peer-to-peer payment apps (Zelle, Venmo, Cash App) to secure a lease.

Section 4: Property Manager & Landlord Security Protocol

If you manage vacant residential rental or for-sale properties, eliminate vulnerabilities with these five institutional

safeguards:

1. Eliminate Mechanical Combination Lockboxes: Phased-out mechanical spin-dial lockboxes. They are

easily decoded, brute-forced, or cut off with bolt cutters.

2. Deploy Geofenced, Expiring Electronic Smart Locks: Use commercial IoT smart locks that generate

single-use, 30-minute access codes tied to verified mobile phone GPS locations.

3. Mandate Biometric / Government ID Verification: Require self-tour applicants to upload an unexpired

government-issued photo ID paired with a live facial biometric selfie before issuing entry codes.

4. Install Cellular Interior Security Hubs: Place battery-operated cellular motion sensors or temporary

cameras (e.g., SimpliSafe or Ring Jobsite) in vacant homes. Program alerts to notify you if prolonged

occupation or unauthorized re-entry occurs.


https://www.zillow.com/

5. Place Large Window Warning Placards: Post visible interior window signs: "THIS PROPERTY IS
MANAGED EXCLUSIVELY BY [COMPANY NAME]. WE DO NOT ADVERTISE ON CRAIGSLIST OR
FACEBOOK MARKETPLACE. DO NOT WIRE FUNDS VIA ZELLE OR CASH APP."

Section 5: Emergency Response Protocol — If Defrauded

If you paid money to a fake landlord who provided lockbox access:

1. Call Your Bank / Payment App Fraud Department Immediately: Request an emergency fraud freeze
and transfer recall.

2. File a Local Police Report: Report the incident to local law enforcement. Detail the entry code, phone
number, and physical lockbox access method.

3. Notify the True Property Owner or Management Company: Contact the genuine property manager
whose lockbox was compromised so they can change the locks and secure the vacant home.

4. Alert the Self-Guided Tour Platform: Report compromised accounts or fraudulent code usage to Rently,
Tenant Turner, or Tour24 fraud investigators.

5. Submit Federal Cybercrime Reports: File complaints at reportfraud.ftc.gov and ic3.gov.

© 2026 Wounded Duck Studios LL.C & ScamRealEstate.com. General consumer education only — not legal or financial advice. Questions:

irving@woundedduckstudios.com - Call or text 657-305-5210


https://reportfraud.ftc.gov/
https://www.ic3.gov/

