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Tenant Defense: Unmasking Overseas Personas, Stolen

Doctor/Military Identities, and Fake Delivery Couriers

Executive Summary: The Emotional Manipulation of Distance

Among rental housing scams, the "Long-Distance Landlord" remains one of the most enduring, financially

devastating, and psychologically manipulative schemes in existence.

The scammer creates a detailed, highly sympathetic persona designed to explain away their physical absence.
They claim to be an overseas missionary with the United Nations, a Doctors Without Borders physician on
emergency medical deployment, a transferred military officer, or an engineer assigned to an offshore project. They
emphasize that they are not interested in making a profit—they only want a "clean, honest, and God-fearing

tenant" who will care for their beloved home.

To make the offer irresistible, the rent is priced substantially below prevailing market rates. However, because
they are out of the country, they explain that they cannot meet in person or conduct a traditional showing. Instead,

they present an elaborate workaround:

e The "Courier / Delivery Service" Trap: They claim the house keys and lease package are held by an
international shipping courier (FedEx, DHL, or a fabricated private delivery service). To dispatch the
courier, the tenant must wire a "refundable delivery deposit" or the first month’s rent.

o The Stolen Identity Shield: To prove their legitimacy, the scammer sends scanned copies of real driver’s
licenses, military IDs, or hospital badges—credentials harvested from previous victims of identity theft.

o The Disappearing Act: Once the victim wires the funds via Zelle, Cash App, wire transfer, or gift cards,
the scammer demands additional "customs fees" or insurance payments, continuing to extract cash until the

victim realizes no keys exist.



This handbook details the psychology behind long-distance landlord scams, the five red flags of an absentee

impostor, and non-negotiable identity verification protocols.

Section 1: The Psychology of the Long-Distance Persona

Scammers rely on calculated emotional levers to lower a renter's critical defenses:

1. The Altruistic Persona: By posing as a missionary, pediatric surgeon, or charity worker, the scammer
manufactures unearned moral authority. Victims feel uncomfortable questioning the integrity of someone
claiming to do humanitarian work.

2. Religious & Moral Phrasing: The scammer frequently opens emails with blessings: "Greetings in the
name of the Lord," or "I prayed for God to send me an honest family." This emotional intimacy disarms
skepticism.

3. The "Non-Profit" Justification for Cheap Rent: Renters know that low rent usually indicates a catch.
The scammer preempts this suspicion: "I am not renting this house for money; God has blessed me with
enough. I only want someone to maintain the lawn and pay the property taxes."

4. Manufactured False Urgency: The scammer claims their mission deployment departs in 48 hours or that

hospital duties require finalizing the lease tonight, forcing rapid financial decisions.

Section 2: The 5 Red Flags of an Absentee Landlord Scam

Watch for these warning signs in long-distance rental communications:

Red Flag Scam Profile Legitimate Absentee Landlord

1. The Overseas | Claims to be on a humanitarian mission, military | Employs a local licensed real estate agent or professional
Story deployment, or overseas hospital. property management company.

2. Video Call Refuses live video calls; claims poor satellite Readily participates in live, identity-verified video calls.
Refusal internet or mission field restrictions.

3. Keys via Promises to "FedEx or courier the keys" only Keys handed over in person by authorized local
Courier after you wire deposit funds. representative at the property.

4. P2P / Wire Demands payment via Zelle, Cash App, wire Payments processed through formal corporate escrow,
Demands transfer, or retail gift cards. tenant portals, or local banks.

5. Emotional Uses religious greetings, long personal life Professional, business-focused communication centered
Scripting stories, and emphasizes "trust." on credit, background, and lease terms.

Section 3: The 4-Step Remote Landlord Verification Protocol

If a landlord claims to live out of state or overseas, never send money until completing this verification:
Step 1: Demand a Live Video Verification Call

» Insist on a live video call via Zoom, FaceTime, or Google Meet.



» Require the landlord to hold their physical, unexpired government photo ID next to their face.
o Compare the face and name against public property records.
» Rule: If they claim their camera is broken, their internet is too weak, or their mission prohibits video, end

all communication. Genuine property owners have local agents.
Step 2: Cross-Reference Public County Land Records

» Look up the property on the official county tax assessor / register of deeds website.
» Compare the "Owner of Record" name to the landlord's claimed identity.
o If the county records show the owner is an LL.C or a different individual, demand formal documentation

proving authority to lease.
Step 3: Require Local Professional Representation

A genuine out-of-state property owner almost never manages a high-value real estate asset from overseas
without local representation.

o Ask: "Who is your local licensed property manager or Michigan real estate agent handling maintenance
and key turnover?"

« If they claim they have no local representative and expect to manage the home from Africa or Europe, it is
100% a scam.

Step 4: Verify Stolen Credential Badges

 If the scammer emails a photo of a military ID, hospital badge, or driver's license, search the person's name
on LinkedIn or hospital staff directories. Contact the hospital or military base switchboard directly to
confirm their deployment. In over 95% of cases, the real professional whose ID was stolen is working at

home, completely unaware their identity is being used in rental fraud.

Section 4: Emergency Response Protocol — If You've Wired Money

If you realize you sent money to an overseas impostor:

1. Initiate an Immediate Bank Recall: If funds were sent via wire, call your sending bank's fraud unit within
24 hours to request an emergency SWIFT recall.

2. File a Local Police Report: Report the incident to your local police department.

3. Submit Federal Cybercrime Complaints: Because long-distance landlord scams frequently originate
from international cyber-syndicates (e.g., West African or Eastern European cyber rings), federal filings are
critical:

o Federal Trade Commission: reportfraud.ftc.gov
o FBI Internet Crime Complaint Center: ic3.gov
4. Flag the Stolen Identity: If the scammer used a real person's stolen ID, notify the person or organization

represented so they can take defensive identity-theft measures.


https://reportfraud.ftc.gov/
https://www.ic3.gov/
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